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Currently working as a Cybersecurity Pentester in a Tunisian company, with professional experience including web

ABOUT ME

application pentesting and technical security audits (including for ANCS — Tunisia).

Holder of a Bachelor's degree in Information and communication technology specialized in Network Security with strong
foundations in development and networking .

Passionate about offensive security, | stay sharp by being active on Hack The Box, CTFs, and YesWeHack (bug bounty).
Currently preparing for eWPTx certification, with a strong commitment to continuous learning and staying ahead of

emerging threats.

INTERNSHIPS ° 2024-2025 FINAL YEAR PROJECT

OffensyLAB » Developed a centralized GRC (Governance, Risk, Compliance) platform to enhance
security and compliance management.
¢ Designed and implemented modules for organizational context, HR management,
ISMS, and audit management.
¢ Utilized technologies: Node.js, MySQL, Visual Studio Code, Docker, RESTful APIs.

* 2023-2024 STUDIES PROJECT
OffensyLAB e Built web app automating AD penetration testing workflows based on Orange
Cyberdefense mindmap (Python/Flask backend, React JS frontend).
¢ Implemented automated checks for misconfigurations, privilege escalation paths,
and common attack techniques.
* Added reconnaissance, enumeration, and reporting modules for efficient red team

operations.
* 2023 -2024 TECHNICIAN INTERNSHIP
DefensyLAB e Conducted manual penetration testing on web applications, identifying and
exploiting common vulnerabilities including XSS, HTTP Parameter Pollution, and
OWASP Top 10.

¢ Developed foundational skills in web pentesting methodologies .

* 2022-2023 INITIATION INTERNSHIP

Tunisie Telecom .
¢ Explore the professional realm

* Explore the GSM infrastructure

EDUCATION e 2025-2028 CYBERSECURITY ENGINEER
* Engineering degree in Security of Computer Systems and Networks

e 2022-2025 NETWORK SECURITY TECHINICIAN
» Licence degree in network security

* 2022 HIGH SCHOOL OF HABIB BOURGUIBA , DAHMANI , EL KEF , TUNISIA
* baccalaureate degree in science of technology

EXPERIENCE SKILLS
« Cyber security Pentester at Defensylab  Web Application Security OWASP Top 10 .

Tunisia. » Mastering web pentest tools such as Burp Suite, SQLMap , ffuf ,
e Tech Team Leader | Engineers Spark XSStrike

ISETCOM Tunis | 2023-2024

« CTF Competitor | HTB | 2024-Present ¢ Reverse engineering & Binary exploitation (Ghidra, gdb)

¢ Basics of active directory pentesting .

¢ Networking .

CERTIFICATIONS
CCNA 1 ¢ Vulnerability assesement (using tools such as Nessus , openvas ,
. eWPT nlpper. ,prowl‘e.r).
e eJPT e Technical Auditing .
e eWPTX  Python / javascript frameworks (express , react , next js) .

e Assembly


https://www.linkedin.com/in/mohamed-malek-wertatani-92ba75268/
https://drive.google.com/file/d/1jXRxyuSg6QXuiNrgYAbyFgj2w8ygWIs-/view?usp=sharing

